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Signal Authentication Services
for Future GN55

GN55 signal authentication is a requirement for a number

of applications. The article reviews the navigation
message authentication concept and its limitations
and proposes a new authentication scheme based on

signal authentication sequences that can be integrated
in GN55. The method works on sgstems that provide

an open and encrupted service on the same frequencu
and would require minimum changes to the sustem.
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he demand for techniques capa-

ble of authenticating the GNSS
signals and detecting simulation
attacks (spoofing) has increased

exponentially in the last years, mainly
targeted to financial and safety critical
applications.

Associated proposals and develop-
ments addressing these issues focused
on two dillerent approaches: user seg

ment authentication services that lever-
aged existing services in order to detect
signal spoofing and that integrated
signal authentication services into the
GNSS system itself.

Although the first approach can work
with existing GNSS systems and those
under development that do not provide
a signal authentication services - such
as the GPS C/A-code and Galileo ElB
signals - the latter approach requires a

new systenr design and/or modilication
of existing system architecture.

This article focuses on the integra
tion of authentication services into
future GNSSes, first explaining the

architecture design for the various com-
ponents ofground, space, and user seg-

ments. The article concludes \ ilh a dis-
cussion of the anticipated performance
of the proposed authentication scheme
and a comparison of different deploy-
ment architectures.

Authentication: Signals or
Messages?
Our discussion begins with the prevr-
ously proposed naYigation message
authentication (NMA) option described
in an article by C. \{ullens et a//a and
the new signal authentication sequences
(SAS) scheme proposed in the paper by
O. Pozzobon et aLio (2), both of r{hich
are listed in the Additional Resources

section near the end ofthis article. NNIA
refers to the cryptographic authen-
tication of the messages onl,v, while
SAS refers to the authentication of the
encrypted signal through the release of
short encrypted sequerrces ernbedded in
the navigation data. SAS security mea-
sures assume that the encrypted signal
cannot be predicted.

Spreading code encr\-ptiol {SCfl is

the preferred option to limit access to a

GNSS signal and, therefore, to the systen.rt

positioning and time functions. However,

ifthe only objective ofa service is to pro-
vide signal authentication (robustness

against signal spoofing), NMA and SAS

are preferable as they can reduce the cost
ofthe receiver, providing full navigation
access to users who have no access to the
authentication infrastructure.

The first attempt to integrate an
authenlication mechanism for open sig-
nals in GNSS was introduced by L. Scott
in a 2003 paper (see Additional Resourc-
es for full citation). Scott based his con-
cept on secret spreading sequences,
called spread spectrum security codes
(SSSCS), that were modulated in the sig-

nal for l0 milliseconds every I second
o[modulation wilh a known spreading
sequence. SSSCs are transmitted in the
navigation messages and used for cor-
relation $'ith the received signal in order
to verify the authenticity. In his proposal
Scott also outlined a scheme for authen-
ticating the data.

One Iimitation ofsuch an approach
is the need to modify an existing mod-
ulation scheme, which has significant
con5equence\ involving alleralions in
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: -.e system infrastructure. Further-
.-.ore, introducing noise (the receiver
,:n't track the code during the 10 mil-

'econds of SSSC modulation could
j:eate implications in some delaylocked
-.op (DLL) and phase locked loop (PLL)
', .-eiler designs. A similar SSSC concept
. as described the following year in a

:aper by M.G. Kuhn.
An authentication scheme based oD

:'raligation messages only was proposed
.rter in the paper by C. Wullems et alia
:nd further explained in articles by G.
Hein e/ alia (see Additional Resources).

NMA Schemes
\avigation data can be authenticated
\rith cryptographic schemes such as

digital signatures or message authen-
tication codes (MACs). Previous work
proposed the use ofmodified timed efi
cient stream loss-tolerant authentication
(TESLA) protocols in order to reduce the
message overhead and computation on
the GNSS receiver.

A fundamental parameter in the
design of NMA schemes is to include
in the cryptographic integrity scheme
at least the message transmission time
reference - time of week (TOW) and
week number (WN) - and the satel-
lite ephemerides, as they are used to
help determine the pseudorange. How-
ever, becarise the time is repeated over
the weeks, leaving the ephemeris the
only unpredictable information, the
introduction of unpredictable informa-
tion such as a secure random number
is required in order to avoid so-called
"replay attacks" in which a valid data
transmission is maliciously or frauciu-
Iently repeated or delayed.

tigure 1 shows a hypothetical NllA
scheme in which a'ironce" is introduced
through a secure random number gen-

eration function in order to increase the
stochastic property ofthe data. In crvp-
tography, a nonce is a yalue that is used

only once within a specifled context.
For example, as described in the Galileo
Open Service Signal in Space Interface
Control Document (OS-SIS-lCD), Cali'
leo F/NAV messages Page Type I has 26

spare bits that could be used for inserting
a nonce. The nonce entropy and size are

typically designed
with respect to the
probability that a

system $.ill experi-
ence a "brute force
attack," which quan
tifies the likelihood
that an attacker will
have to guess the
entire message and
reuse the authenti
cation message.

In such an
authentication
schenre, the NMA
messages could be

generated on the
ground (where the
ground control
center knows the
ephemerides and
the keys, and can
generate all the
NMA for the vari
ous time slots). In this case, the satellite
only needs to synchronize the iniertion
of the nonce in the correct subframe
or page (i.e., no encr,yption operation
on the satellites). NMA data could also
be advanced in time in order to allorv a

faster "time-to authentication."
An NMA schene is r-ulnerable to

three types ofattacksl
. All5Vdata !€plag attack. The nessages

are acquired and later replal'ed to
the receiver. This would cause a time
jump easily verifiable with a t.usted
clock (trusted receiver) as demon
strated in the paper by O. Pozzobon
et alia (I).

. Sele.tive 5V dolau atta.k. In order
avoid time jumps, an attacker could
delay only the desired SVs in order
to manipulate the position solutron
function by increasing a pseudorange.

figure 2 shows the "spoofable"
areas in this kind ofattack: Zone A
is the unpredictable area, in which a

spoofer could not predict the authen-
ticated navigation messages in the
signals travel ing through space.

Zone B is an area where some sat-

ellites could be spoofed, but this can
be detected by anti-spoofing receiver
autonomous integrity monitoring

(AS-RAIM) algorithms, as the posi
tion solution obtained from difTer-
ent satellites would contain incor-
sistencies due to the positive delay
contribution in the pseudoranges.

Zone C is the only practical area of
spoollng in this type ofattack, as the
position solution could still be pro
jected in order to appear consistent
after AS RAIM verification.

However, in most ofthe scenanos

with six to eight satellites in view
at low eleYation, this area would be
practically reduced to avertical mnge,

and the security function might be
designed to support only some par-
ticular geometries obtained only by
SVs above some degree ofelevation,
because high elevation SVs could
deceive the system while low elevation

would be detected by the AS RAIM.
For road applications a receiver

could verify its position with a digi
tal elevation model (DEM) in order
to verify the consistency. Further
research is needed in this domain to
study which geometries could pro-
vide sufficient security for NMA.

. EallU bit dete.tion attack. NMA
authentication limits the possibility
of predicting arithenticated naviga-
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tion data before the NMA message is received. This means

that the receiver needs to perform code and phase tracking,
extract the bits, and decode the message in order to know
the unpredictable data. (See tigure 3.)

However, GNSS satellite navigation payloads tyPically
spread message data over long codes (e.g.,4,092 chips for
Galileo EIB) or repeated sequences (20 x 1,023 chips for GPS

C/A code) in order to reduce the bit error rate. An attacker can

attempt to integrate a shorter time or correlate a subset ofthe
code in order to detect the bits and replay the data with the
intended delay in order to create and transmit a negative delay

in the pseudoral-Ige.

The probability oi success for such attacks is dependent
on the carrier to noise (C/N,,) ratio. The paper by D. H. Arze
Pando Iisted in Additional Resources discusses this method of
attack and provides some statistical results.

Fiqure 4 shows the nornalized auto-correlation function
(ACF) ofa Galileo LIB code of4,092 chips (green line) assum

ing a fbur megahertz filter. The ligure shows graphically that a

subset ofthe code (1,023 chips, blue line) could still be detected

by a discriminator function, while a shorter code (102 chips,

red line) would not be sullicient. A 1,023-chip code could be

used to introduce negative delays in the pseudorange of up
to three milliseconds (resulting in a 900-kilometer ranging
enor).

Architecture of Signal Authentication
Sequences
Access control to satellite navigation signals can be implemented

at the data level or atthe signal modulation level. Data level access

control foresees theencryption ofthe messages (in whole or part).

With this approach a receiver can perform the code search pro-

cess and track the code delay and phase, but it cannot decode

the eDcrypted message content. Thereforc, ifparaneters such as

traDs[litted time, epherleris, and clock errors are encrypted, a

position, velocity and tine (PV f) solution cannot be computed.

Signal-level access coDtrol requires the encryption of the
ranging codes. A direct block cipher encryption ofthe code is

typically not a preferred design option because a time limited
code can be captured with a high-gain directional antenna.

A lnore robust approach is the use of a stream cipher, as

the code never repeats. A stleam cipher is a symmetric ke)'

cipher where plain bits are combined rrit:
a pseudorandom cipher bit stream (ke\-
stream), typically by an exclusive-or (xo:

operation. In order to encrypt a pseudo

random noise {PRN) sequence. the pldr

sequence is modulo 2-summed with the

stream cipher, resulling in an encrypl(,
PRN sequence.

For the purpose ofthe concept demon
stration, we assumed a BPSK signal with
an open code modulated in-phase and an

encrypted code modulated in quadrature.
The transmitted signal (neglecting signal

amplitude) will be generated as follows:

' (r) = >[o,,- (r)D' (r)cos(zz7i, )]+

_l_ -) o ^ {f )sc^D"{r)sin(2,rfi, )
4L'\t

where N is the number ofvisible satellites, O,,r and O,,^ are the

publicly known spreading codes for every K satellite, SCt is the

stream cipher, and Dr is the transmitted data. The same concept

can be applied to a coherent adaptive subcarrier modulation
(CASM) in which multiple channels are multiplied together.

Orre design factor ofinterest is the frequency ofthe stream

cipher versus the chipping frequency ofthe PRN sequence. For

our analysis we define this variable as a binary stream cipher

carrier (BSC):

BSC (m,n) or BSC (F.. ,F. )

where 4. is the stream cipher SCr frequency, Fc is the non-
encrypted code Q," chipping frequency, and m = Fr/ F,r, n =
F,. / F,,,, and F,",- 1,023 Mcps comprise a set of terms describ-

ing the GPS C/A reference code. For example, a signal with a

Q,a chipping rate of 10.23 megahertz and a stream cipher SCr

frequency of I megahertz rvill be encrypted with a BSC(I0,.10).

The objective ofour proposed system is to authenticate the
open GNSS signal. The proposed security architecture can be

integrated into GNSSes that use direct-sequence spread spec-

tr um (DSSS) as their modulation technique. This approach can

provide on the same frequency an open signal service, where

the spleading code is publicly released, and an encrypted ser

vice \\'here the spreading code is ciphered.
The securitl- concept is based on the unpredictability ofthe

encry'pted PN sequence, which is assumed to be generated d

priori by a secure function. The concept is as follows: the stream

cipher SC is observed in a predetermined period. As shown in
Figure 5, a portion ofthe binary sequence is extracted with the

SAS epoch linre relerence for a specific time frame. e.g., SC'

[0:5000, n,]] if5,000 chips are obseryed at the discrete time /10.

The sequence is processed and transmitted in the open-
seryice navigation messages together with an authentication
and/or encryption scheme. Tlis message is delined as the signal
authentication seouence (SAS) defined as follows:

\z)
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ACF 0f Galile0ElB C0de No 3 and 5ub-c0des

a 2.1)

:J:-

T

SAS^ = SC"[n,, :n,, +l] G)

where I is the length ofthe SAS code and n,, is the lirst chip ol
the SC( observation time.

During the open-service data decoding process and after
authentication verification or decryption, the receiver obtains
the SAS, generates the PN sequence for that specific epoch, and
correlates it with samples ofthe encrypted code. The correlation
result is fed to a security algorithm that determines the signal
security state based on an estimated threshold.

Architecture overview
Figure 6 describes a high level architecture ofthe SAS authen-
tication architecture. The SAS messages are generated at the
ground segment and uploaded to the satellites together with
the navigation messages.

The SAS messages are transmitted in the open signal and
received by the user receiver, which verifies the integrity and/
or decrypts the data content. The user recei\€r also acquires the
encrypted message at the predehned epoch and rerifies the sig-

nal's authenticitywith an algorithm, u'hich ue will describe later

Ground segment
SAS messages are generated by the grouDd segment. The idea is

that a proper dedicated service uses a key management facility
(KMF) and an encrypted code generation facilit)' (ECGF) to
obtain the cipher stream in a particular epoch as defined by
equation (3). The binary sequence is than tbrmatted and packed
into the messages by a message generation facility (MGF) tigure
7 presents a block diagram ofthe glound segment design.

Space Segment
Signal authentication sequences are transmitted in the open-
signal data messages. Considering the evoiution ofGNSS and

EncrUpted

Signal

t*S sPacesesment

\)r>5*-\
5A5 upload

5AS messa!e
generatjon

the number ofdilTerent existing GNSS services, the objective

ofthis article is not to deline a protocol for the SAS. Instead, it
considers various considerations issues for design parameters
and specifications are provided:

Message ovcrhead and SAS Dala Trunration. A number of
navigation data must be received bythe receiver with a certain
priority, such as time ofweek (TOW), clock corrections, and
ephemeris data. Therefore, SAS messages shall be transmitted
in order to not interfere with such data.

Depending on the channel bit rate and spare available data,
the desisner of the system can decide to transmit the entire

iin(2;rjr)

Stfeam tjplr er

Generatof

ww\]1/. jnside g r ss. co rn MAY/t U lt E 2011 lnsideGNSS



SAS sequence or to truncate it in sub-messages. The SAS size

is determined by a number of factors, including encryption
scheme and modulation type, signal power, and expected
receiver noise floor.

5AS Advance/Delau Appfoarh, There are two approaches to
SAS transmission: advance the SAS in time with respect to the
encrypted signal or delay the transmission. Delaying the SAS

would reduce the riskthat an attacker regenerates the sequence.

The tlme to alert (TTA) would be proportional to the frequency
ofSAS transmissions.

Preventing Fake Enogption. The SAS message should inte
grate authentication and encryption so that an attacker cannot
generate a fake encrypted signal at the precise SAS epoch.

Timing. The SAS time reference could be set with two
approaches. A predetermined recurring time slot (for example,

the first code phase ofthe first subframe) or randomized in
order to increase the security. (In the latter case the SAS mes-

sage should indicate the precise epoch in which to perform the
correlation search.) The timing ofthe epoch for the correlation
search should be projected in order to avoid a bit transition.

User segment
In order to workwith an SAS system, a receiver mustbe capable

ofreceiving both the open GNSS signal and the encrypted sig-

nal, with the adequate bandwidth and sampling rate. After the
analog-to digital conversion the signal will be:

. $r^ . .lslnl= Llu., (r1)1J lr?)cos((o/r r?)l I (4)

where e(n) is the thermal noise introduced in the sampling

Process.
Doppler frequency wipe offas well as code and phase locks

are assumed to be performed on the open codeOnr. The receiver
will attempt to store the encrypted signal at the discrete time
lnn nn+ Il as defined by the protocol. After the carrier removal
by multiplication with sin(ro,,.r) and after application ofa low-
pass filter cut downconvert the received 2ar,, frequency to inter-
mediate frequency (IF), the remaining signal is:

N f i I
ll 'o,.^tn)sc'(r)D'lntl-e\n) G)
{=lLa J

The receiver can generate the spreading sequence as the
modulo 2 sum ofthe SAS code defined in equation (3) and the

public spreading code, resulting in a short,local security code

replica (SCR):

SCR'(r) = SAS ^ (n )O,* (n) (6)

wherej is the specific satellite code.

A security processing function will evaluate the correlation
value C defined in equation (7) ofthe encrypted signal and the
local replica based on a threshold for every k satellite.

tro+r fN - Ic I scn,tn rJ f [o,,'{, )sc'tn )o'(, 1l +" 1, tl (?)

I t=l )

This security processing function will determine the sig-

nal authentication state based on a threshold that can be set

as parameter in the receiver. Figure I shows a hypothetical
.-. nhlo ^f 

qac f,.eiuef

Iest Simulations
The proposed method has been tested with a Matlab simulation
in order to prove the feasibility ofthe authentication scheme.

Furthermore, the receiver operating characteristic (ROC) can

be analyzed based on the probability offalse positives (spoof-

ing detected erroneously) and false negatives (spoofing not
detected).

The SAS transmission block simulates a BSC(m,n) signal,
where the spreading code has a 10.23 megahertz chipping rate,

a BOC modulation, and the stream cipher frequency m and
number of satellites n can be set in the software. A subset of
the stream cipher is used to generate the SAS, that is stored
simulating a transmission in the open signal. The spreading
code and stream cipher are modulo 2 summed, obtaining the
linal modulation code. The software correlates the SAS with
the encrypted code in the predetermined period and performs
analysis on the correlation results.

The idea is that a correlation peak indicates a correspon-
dence beti{een the SAS and the unpredictable encrypted code,

resulting in a high confidence that the signal is authentic. (As

mentioned previously, the security is based on the fact that an

attacker could not generate the eDcrypted signal.) A Iow corre-
lation value means that the SAS is dilTerent from the encrypted
code, indicating a possible spoofing attack.

The simulation incorporated the fbllowing parameters:
. SAS length. Different values of this parameter have been

tested during the study.
. Corrclation thrcshold. Delined as the ratio between the high-

est correlation value and lor,r'est one.
. Vigible sat€llitcs. The sum oidifferent PN sequences results

,:-

ln

. Bir
si:

.80

.tr|

. Rar

.8e
-r:- -
f fQ.' (,r tsc' lr ro' 1,r 1sin1o,, n1) t enl Dete

Figu re

Com:
SCR,.
the.o
e\rerY

indic;
graPr
corre:
indic:

1r
rando
simu.,
forme
sion i
the sa:

scR' :

ti!
corre-

Fals

tion:
fa lse

Posl!:
spo o-'

*''-

I

Acqujsjtion and
Trackjng function5

SASk (n)O uk(n)

52 lnsideGNSS MAY/I U N f 2O1I w\,v w.insr d eg nss,co m



Normaljzed c0rrelation B0C(15,2.5) wjth 5A5 - ail 5Vs authentic

Visible/locked SATs

in multiple access interference (MAI), reducing the system
performance. The value for the simulation has been set to 8.

. 8inary sb€an dphcr.a$i.rfrsquenq - BSC(20,10) for the
simulation

. BoC nodulation paramrt$ - (15,2.5)

. Lcngth of.olr€lation windows - 20 chips

. R€Geiv€d pow!! - -l57dBw

. landwidth -25 meeahertz

Detecting Spoofed Signals
tigure I shows the results with a SAS length of 5,000 chips.
Combined with a BSC(20,10) carriec this results in a local code

SCR length on the order of 10t. (For visualization purposes
the codes has been shifted in order to align the SAS position of
every space vehicle - SV Also, in Figures 8-10, a green color
indicates auth€ntication and red indicates spoofing.) The figure
graphic shows a BOC(15,2.5) signal with a correlation peak
corresponding to the SAS codes (>0.9 normalized correlation),
indicating a condition in which all the signals are authentic.

In tigure 10 we have spoofed SV 3. The software generated a

random PRN code instead ofthe original encrypted sequence,

simulating a single-SV signal spoofrng (such as might be per-
formed with a receiver-spoofer) or by bufering and retransmis-
sion (with delay) ofthe original signal. The results show that all
the satellites are authenticated except SV 3 where the code replica
SCRr had a noticeably low correlation with the spoofed sentence.

Figure l1 shows the case where all satellites are spoofed. The
correlation at the SAS epoch is lower (<0.1 norm.).

False Positives E l{egatives
Tests have been performed using a large number of simula-
tions in order to determine the probabilities of generating
false negatives (not detecting a spoofed signal) and false
positives (erroneously identifying a satellite signal as being
spoofed). The correlation threshold is defined as the ratio

N0rmalized c0(elation B0C(15,2.5) with 5A5 - 5V3 sp00fed

Normalized c0rrelation BoC(15,2.5) with 5AS - all s\/s spo0fed

l.

E

E

0.6

0.2

0.2

-u.0.

i:
6.t

Visible/locked Sats

.-6{',5'o - ,,-66"s 3\ ,,-.a'60 --z-4'io 4u 
samPles

between the highest correlation value and the lowest one.
Varying the SAS length and the threshold, two plots are

shown. Figure 12 shows the false positive yadation, It can be seen

that increasing the SAS length decreases the probability offalse
positives. False negatives, however, do not seem to be significantly
affected by the length ofthe signal authentication sequence within
the plot rangeof500 to 5,000 chips (See tigure 13). (Note that the
labeling ofthe graph axes is reverced in the two figures.)

The correlation threshold also affects the two plots differ-
ently: increasing the threshold produces more false positives
while false negatives decrease. This is because the correlation
value must be higher in order to pass the security threshold,
and a threshold too high might exclude even satellites that are
authentic.

From this analysis, we can conclude that a good compromise
would be an SAS length of5,000 chips and a correlation threshold
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0.04

0.03

0.02

0.01

False Positive

SecuritU code length

.9=
.

ffl tila

of 2. With these values we obtain the fol-
lowing probabilities:

False positive probability: 4xl0 5

False negative probability: 3.31x10i

l{MAand SAS 0perating
Modes
Three operating modes are proposed
for the deployment of NMA and SAS

schemes, depending on the user and
security requirements (see Table 1). We
assume two different security contexts:
. Trust ofthe antenna proximity. The

receiver useris trusted (that is, has no
interests to tamper with the receiver),

but attack€rs might be nearby (radi-

ating spoofed signals). This could be

the case for safety-critical applica-
tions such as rails and aviation.

. Trust of the receiver. Both the anten-
na proximity context and the user
receiver are not trusted (are willing
to either radiate spoofed signals or
tamper with the receiver). This could
be the case for financial critical appli-

Correlation
threshold

cations such as road tolls for example.

The user-based signal authentication
(Mode A) refers to the authentication of
only the signal and assumes a context
where the user derives no benefit from
compromising the receiver The second

mode (Mode B) refers to the same context,
but data is sent to a remote service that
will verify the authenticity ofthe signal.

The third mode (Mode C) refers to a
context in which the user is not trusted
(could benefil from spoofing the receiv-
er, e.9., in a road tolling scheme) and
could tamper with the data and receiver;

therefore, the PVT output needs to be

authenticated.
figure 14 portrays Mode A. Navi-

gation message authentication or sig-

nal authentication
received either Yia
space or via ground
communication
(authentication ser-

vice provider). In an

NMA scheme, the
receiver passes the
navigation data (or

a hash of it) and the
NMA sentence to an

authentication secu-

rity module (ASM)
for verilication.

In the SAS
scheme, the receiver
passes an encrypted
signal sample and
the encrypted SAS

sequence data are

Correlation threshold length

message to the ASM. The authentication
security module will decrypt the SAS

message, generate the securitycode rep-

lica, attempt to correlate the codes and
satellite signals, and return the authenti-
cation state. The ASM can support both
symmetric and public key cryptography.

The remote authentication mode
(tigure 15) foresees a receiver that sends

data to an authentication service provid-
er for a post-processing verification. In
the NMA scheme, the receiver will send

the navigation data (or a hash of it) and
pseudorange to the authentication pro-
vider, which will verif! the consistency of
the message and the position solution. In
the SAS scheme the receiver will trans-
mit a sample ofthe encrypted signal (in a
precise epoch) to the authentication pro-
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vider, which will verify the authenticity
ofthe signal with the SAS messages.

The user based signal authentication
and PVT integrity mode (Mode C) has the
same architecture as mode A but foresees

a context where the attacker will attempt
to tamper with the receiver. Therefore,
the ASM must be integrated in a tamper-
resistant portion ofthe user equipment,
otherwise an attacker will attempt to tam
perwith the communication between the
r€ceiver and the ASM. The article by O.
Pozzobon et alia (I) discusses aspects of
tamper-resistant GNSS receivers.

Conclusions
This article presented a new concept ibr
an authentication mechanism and archi-
tectures that could be integrated into
a GNSS system. The proposed method
imposes a minimum effect on the system
design, as onlythe data subsystem would
be involved in a hypothetical update. No
signal modifications are required for the
implementation of the NMA and SAS

schemes presented
in this article.

Test results indi-
cate that the sig
nal authentication
sequences concept
can be used for
authentication in
systems that pro-
vide both open and
encrypted signals,
achieving a higher
security level com-
pared to na\.igatiol'l
message authenti-

cation schemes (see Table 2), and that
the security achievable n'ith SAS u'ith
respect to spoofing attacks is compa
rable to that achievable n'ith spreading
code encryption, both being based on
the security ofthe encrypted signal.
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